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2 General behavior of this Document

This document is targeting the integrators and users of the Milestone based VMS and describes the
installation and configuration of the Environment.

The Smart Software plugins from EET Security are deeply integrated into the VMS Platform and don’t
need any additional Software. MIP (VMS Integration Platform) Plugins are dynamically loaded from
the Milestone Applications and Services, which allows a simple installation and configuration. This
document describes how to setup and configure your System to enable the

Smart Abstract Item integration in your VMS. Which allows to create Items with statuses and connect
them via Web and / or MQTT. The visualization of the Item states is fully compatible with the
Milestone Map and the Items can be used for Rules or Alarm definitions.

The Architecture of the MIP Plugin is as follows:

Protocol Integration Componentintegration Plug-in Integration

MSP
Plug-in
MSP Application MSP Application =

MIP Environment

MIP Components

MSP
Plug-in

Integration Platform

MIP Environment

The Smart Abstract Item Integration consists of a Server-side Plugin which is installed on the Server
and loaded by the Management Application (A) and by the Event Server (B).

The Setup File includes all necessary Files and installers for both Plugin parts. It installs all
components and restarts the Event Server automatically.

13.11.2025 © 2017-2025 by EET Security / DFR-CH 3



Smart Software - Abstract Item - MIP Plugin — User Manual SMARTSOﬁwa"e

3 Smart Abstract Item MIP Plug-In for the Milestone Server

The following Chapter describes the installation and configuration of the MIP Plugin on the Server.

3.1 Installation of the Plugin on the Event Server

The installation of the Plugin is packed into a Setup Wizard, which will setup everything needed in
your Environment. Before you start with the installation, make sure that the Management Client
Application is closed. The Setup Wizard will do the following job:

- The installer must been run on the Management Client PC and on the Event Server.
- It will Stop and Restart the Event Server Service to activate the Plugin in the Event Server

The installer will copy the Plugin files into the following Directory:

%ProgramFiles%\Milestone\MIPPlugins\ER.EventServer.Abstractltem

MName : Anderungsdatum Typ Grafe
/ Installation 06.02.2013 21:04 Dateiordner
. Milestone Surveillance 06.02.2013 21:04 Dateiordner
. Milestone XProtect Event Server 06.02.2013 21:04 Dateiordner
. MIPPlugins 06.02.2013 21:04 Dateiordner
. XProtect Download Manager 06.02.2013 21:04 Dateiordner
. XProtect Mobile Server 06.02.2013 21:05 Dateiordner
. XProtect Smart Client 06.02.2013 21:05 Dateiordner

The MIP Plugin is dynamically loaded and used by the following Milestone Applications:

Milestone Application: Description: Milestone Version:
Event Server The Event Server will load the plugin and will All

execute the whole Logic in relation to the

configuration. It connects to a local SQLite DB

and stores the actual status of the Abstract Item.

It also provides the connector to an MQTT

broker and hosts a Webserver for the HTTP API.

Management Client The Management Application loads the Pluginto  All
provide the configuration GUI.
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3.2 Preparing the System / General Functionality

Install the Abstract Item Plugin. Optionally prepare the Icon Sets you want to use later.
(ref. 3.3.7 Setup Map Icon library)

3.3 Configuration of the Plugin in the Management Application

File View Action Maintenance Tocls Help

H9 oes
Site Navigation -~ 1 X
=R * } | APTOP-DFR - (23 3a) A

=+ Basics
E License Information
[t1] Site Informaticn
B Siemens Plugins Licenses
=5y Remote Connect Services
E} Axis One-click Camera Connection
E—]--D Servers
E’fﬂ Recording Servers
ﬂ Failover Servers
ﬁ Maobile Servers
E—]--&P Devices
=B Cameras
- & Microphones
@ Speakers
- Metadata

e Input
) Dt After a successful installation, the Management

E-#% Abstract ltem Devices Application can be started. The Configuration Interface of

W0 Abstract ltems the

Ere Chent

B Smart Wall Smart Abstract Item appears on the left side under the

-3 View Groups Devices entry.
:? Smart Client Profiles

E Management Client Profiles
@ Matrix

----*’i Suspect Follower Server
=-[E Rules and Events

Rules

) Time Profiles

-] Motification Profiles

'Q User-defined Events

- B Analytics Events

Generic Events

- o Webhooks

“ Smart Dynamic Storage

-k Smart Event Manager v

£ >

Site Navigation  Federated Site Hierarchy
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3.3.1 Creating a new or modify an existing Abstract Item Device

E% r__t — Choose the Entry Abstract Item Device, to switch to the
om0 Abstract ltems Device Configuration tab:

Demo license ( 20 channels of 100 used )

software
SMARTSORWEIE | il |

Version: 1.7.0.7

Abstract tem Devices:  SmartRC Ir ion Log Viewer:

G [Seve Cotmrmion Baop | | estoreCorfiurston Bscu |

= Add new (A): Opens the configuration Window to create and configure a new
Abstract Item Device

= Modify (B): Opens the configuration Window of the selected Abstract Item

=>» Delete (C): Delete the selected Abstract Item. Attention all items used in Rules

and Alarm definitions are no longer available!

=» Save and reload (D /E): Save the configuration and send it to the System or reload the
previous configuration loaded. (License information and update)

=>» Setup Map Icon library (F): Open the configuration Window to create or modify the Icon library
which later can be used for each Abstract Iltem on the
Smart Client Map.

=>» Save / Restore Backup (G): Backup the configuration. This can be used to restore the
configuration. For a clean restore and recreation of the ltems in the
System, you can delete all Abstract Items before restoring. This will
ensure to keep GUID’s of the Items in the System (Map, Rules etc.)
This might be useful to recreate Security Actions in the Role settings,
in case there are some issues.
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3.3.2 Device and Connection API Settings / WEB / MQTT

After opening the Create new Device Window, you need to create new Items and specify the Device
Connections. Window is divided into two sections. On the upper part you can configure the Device
settings where on the lower part you can configure each Item individually:

Device Configuration:

Device Name:  Abstract tem Device Corfigure number of Abstract tems Event on connection faled: - No Event - ~  Ewenton reconnect: - No Event - ~

Web Server / HTTP Connection:
Auto generated seff signed certfficate if empty or invalid S5L Certification File Password:

() Enable Web Serveron Port: (8580 = | ATTENTION: Must b unique for sach Abstract tem Device!
55L Certiication File (pfx)

MQTT Broker Connection
Auto generated sef signed carficate f empty or invalid S5L Certfication File Password:

() Enable MQGTT on Broker 127.001 Por: 1883 [ use TLS | Client Certfication File (dfx)

[0 Use Authentication User. Pass. CA Certification File (pfx)

{QOS 2 - Exacily once and retain flag true is used by default) MGQTT Client D:

MQTT LWT

Topic QOS: |QOS 2 - Exactly once Keep Alive (Sec): 30 |3 Payload: OFFLINE on Connect:  ONLINE

First you need to set a name for the new device, which is used as a readable identifier within the
VMS System.

You can set Events for connection failed and reconnect which are triggered when something went
wrong with the access to the SQlite Database.

The connector settings are optional and not needed, when the Abstract Device Item is used VMS
internally. This can be the case, when you just want to have status on different behaviors.

Example for the use without an external connector:

You have an Alarm definition with a start and stop criteria (User defined Events). You can now use an
Abstract Item to show the Status of the Alarm definition by creating a rule, which is activating /
deactivating this Abstract ltem. Now you can show the Status of the Alarm on the Map by putting the
Abstract Item on the Milestone Map.

Web Server / HTTPs Connection settings are used to Enable / Disable the Webserver for the Device.
The default Port used is 8580 but can be changed to your needs. The connection is always through a
secured https as we need to login and pass credentials of the VMS an unsecured connection is not
allowed. You can set your individual Certificate as a *.pfx file. If no certificate is configured, the
Abstract Item Device Webserver will create a self-signed certificate.

The Webserver itself is accessible through the configured port and offers different options for
integration or the use. It also includes a long polling ajax method which is for instance used by the
Node-Red Node Connector.

MQTT Broker Connection are used to Enable / Disable the communication with a MQTT Broker. You
need to set the Address and Port of the Broker and select if the connection should be encrypted by
TLS and set the Certificates for authentication which should be used.

MQTT connector is based on Version 5.0. By default, the system uses QOS 2 — at least once with the
retention flag set to true.

Last Will and Testament Settings can be activated by setting the LWT Topic and its parameters.
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3.3.3 Generating the abstract items

After you specified the device settings you can create the abstract Items for this device by opening

the “Create abstract ltems” Window:

Select the total amount of abstract tems channels:

-> 20 licenses out of 100 are in use.
-> 100 licenses are available for this device!

Attention:

Please enter the new total number of channels for this device.
The existing channels will be migrated!

Abstract ttem channels intotal: |20 =

B Use individual MQTT Topic for each channel

MQTT Topic base String:

Evenything between the two pipes [H is replaced by
Channel number and padded to the amourt of #:

AL/CHIEH => AL/CHO1
Al/CHEERE — => AL/CHOO001
Al/CH|##]

Cancel Create

Set the number of Abstract Items you will use
for this device.

Set if you want to have an individual MQTT topic
for each item or if it should generate a generic
topic for this device.

Set the MQTT topic filter to generate the
individual topic if the option is selected.

Please note: MQTT settings can be changed later
for each individual item int the configuration but
these settings may give you a good starting
point.

After the creation, the items are available for the individual configuration:

Abstract items
Abstract ems Output Seftings: MQTT Paket Settings
Subseribe - Receive (nput Publish - Send {Outpu]
o Abstract tem 01 Neme:  Abstract hem 01 : o) @ (Outpnt)
Use the same settings for Subscribe and Publish

.
ot Abstract tem 02 Chanel: 1 Can not be changed!
W Abstractitem 03 i Subscribe and Publish Settings (Receive and Send)
= Abstract ltem 04 Description: Abstract tem
% Abstract ltem 05 i Topic:  AI/CHO1

+ Abstract ltem 06 Set active stats:  —No Evert — v
= Abstract ltem 07 Setinactive state:  ~ Mo Event — ~ Messags Typs:  JSON ~
s Abstract ltem 08 Trigger active fime). Mo Event — v JSON Object Name: data
¥ Abstract ltem 09
¥ Abstract ltem 10 Trigger Tme: |2000 = ms . ltem Identifier Type:  Dezimal ~
¥ Abstract ltem 11 ttem Identifier Name: it

* Abstract ltem 12 feon on Map: - Defauit - ON e entter teme =
= Abstract ltem 13 Map Menu kems:  No functions -~ tem Idertifier Value: 1
" Abstract ltem 14 —

s Abstract lfam 15 Aam Auto Close Tmer: 1 2] Seconds (1forno Ao close of Aams) Atibute Type:  Boclean -
“ Abstract ltem 16 Referenced Cameras: 0 - Referenced Cameras Atibute Name:  value
w Abstract ftem 17 Atibute Active Valus:  True
™ Abstractitem 18 Related Rules: 0 - Related Rules

e Abstract ftem 19 Atribute Inactive Value:  False

Related Alam Definitions: 0 - Related Alam Definitions
™ Abstractltem 20 [0 Activation acts as Trigger
Defautt Output trigger time: {ms): Setto al Default Map context Menu: ~ | Settoall
Cancel Apply

13.11.2025

© 2017-2025 by EET Security / DFR-CH



Smart Software - Abstract Item - MIP Plugin — User Manual

SMARTsoftware

3.3.4 Abstract Item individual Item settings

Abstract items

Abstract ltems

* Abstract ltlem 01
“n Abstractltem 02
“n Abstractltem 03
% Abstract ltem 04
% Abstract ltem 05
% Abstract ltem 06
“* Abstract ltem 07
“n Abstractltem 08
“n Abstractltem 09
% Abstract ltem 10
% Abstract tem 11
% Abstracthem 12
“n Abstractltem 13
“n Abstractltem 14
% Abstract ltem 15
% Abstract ltem 16
“» Abstracttem 17
“n Abstractltem 18
“n Abstractltem 19
% Abstract ltem 20

Defaut Outp trigger time ms):

Output Settings:

Name:
Channel:

Description:
Set active state:

Set inactive state:

Trigger active {ime):

Trigger Time:

Icon on Map:

Map Menu ttems:

Aam Auto Close Timer:

Referenced Cameras:

Related Rules:

Related Alam Definttions:

Abstract ltem 01

1 Can not be changed!

Abstract ftem

— No Event —
— No Event —

- No Event -
2000 2 ms

Default &

Mo functions
a =
D - Referenced Cameras

0 - Related Rules

0 - Related Alam Definitions

Defautt Map context Menu: ~ | Settoal

Seconds (-1 for no Auto close of Alams)

Select the Item in the tree you want to
change.

There are two configuration parts
available. First you need to configure the
System behavior which consists of the
Name, Description and possibility to set
User defined events which are directly
changing the status. You can select the
Icon from the configured Icon Set and
the available functions on the Map
Context Menu. Referenced Cameras are
used for Alarms and Events, where the
referenced Cameras are sent as part of

the Metadata in the Event. (Like the related Cameras in an alarm definition.)

It is also possible to select Rules and/or Alarm Definitions which will follow the status of the Abstract

Item.

NOTE: There are some restrictions to read and set Rules by the System which depends on the Rule

content. For example, it is not possible to read rules that contains "Is from window" on XProtect

Versions before 2023R2. All affected rules are not shown in the rule selection window and cannot be

selected.

It is also important to know, that the rule or alarm definition follows the status of the Abstract Item
in one direction. Make sure to have the right status after the initial configuration.

All these items are available in the rule system as well as in the alarm definition part of the

Management Client. In the rule system this abstract items can be used either as input action or as

output action, where the input action can be set to activated or deactivated. The output action can

also be configured as “trigger for defined time”.

Status changes are immediately provided to the system as well as to the Smart Client Map

components.

13.11.2025
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3.3.5 Abstract Item MQTT settings

MQTT Paket Settings

B Subscribe - Recsive (Input) B Fublish - Send {Output)
B Use the same settings for Subscribe and Publish

i5 Subscribe and Publish Settings (Receive and Send)

If an MQTT Broker is enabled, you can
configure the MQTT settings for each
item. There is an option to select the
Message Type (JSON, payloadMsg).

Topic:  AI/CHO1 Depending on this selection, there are
Message Type:  JSON v different possibilities to set the Message
JSON Object Name:  data content.
ttem Identifier Type: Dezimal w
hem Identifier Name:  item Generally, we tried to have it as flexible
hem Identiier Valus: 1 as possible. This includes an Item
Nirbnte Type: [Bontem > Identifier Type and Value field, which can
e be used if the topic is generic, and the
Atribute Active Valus:  True receiver needs to identify the Source.
Attribute Inactive Value:  Falze

[ Activation acts as Trigger

The Attribute type and name can be set

individually depending on the receiver’s
requirement.

If you have a stateless event from the source, you can also specify, that the activation acts as timed
trigger and will then activate the Abstract item for the predefined time.

MQTT Paket Settings

Since Version 2.0 it is pOSSIble to have B Subscribe - Receive (Input) B Publish - Send {Output)

different Paket Settings for Subscribe and [ Use the same seftings for Subscribe and Publish

Publish. i=] Subscribe Settings (Receive) |i=t| Publish Settings {Send)

If you uncheck
Topic:  AIYSEND/CHO2

“Use the same settings for Subscribe and
Publish”

the Panel will offer two-tab pages to
Setup Subscribe and Publish Paket
Settings independently.

Message Type: JSON ~

JSOM Object Mame: data

ttem |dentfier Type: Dezimal A

ttem ldentfisr Name:  tem

tem Identfier Value: 2

Attribute Type: Boolean v

AMtrbute Name:  value

Attribute Active Value: True

Atribute Inactive Value:  Falze

] Activation acts as Trigger

13.11.2025 © 2017-2025 by EET Security / DFR-CH 10
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The following sample shows a subscription for an Axis MQTT Event triggered by a cross line
detection:

Output Settings: MQTT Paket Settings
@ Subscibe - Recsive (Input) () Publish - Send (Qutput)

Name:  Abstract ttem 07 - Axis Line
@ Use the same settings for Subscribe and Publish

Channel: 1 Can not be changed!

Descripti Abstract It i Subscribe and Publish Settings (Receive and Send)
escnplion: e em

Topic: axis/device/analytics/scenario 1

Set active state:  — Mo Evert — ~
Set inactive state: - Mo Evert — = Message Type: FayloadMsg e
Trigger active time): - Mo Evert - e
Trigger Time: 2000 + ms e
lconon Map:  Alam 1 b
Map Menu tems: Mo functions el
Alam Auto Close Timer: -1 2 Seconds (-1for no Auto close of Alamms) Fayload Type:  Boolean ~
Referenced Cameras: 0 - Referenced Cameras
Payload Active Value:  True
iaded biles: abciedfies Payload Inactive Value:  Falze
Related Alarm Definttions: 0 - Related Alarm Definitions

@ Activation acts as Trigger

As you can see, the sender is not sending a JSON object but a Payload Message containing true or
false directly as the Payload Active Value. This configuration looks like the Source is stateless and just
sending the True Event. To handle this, we use the Activation acts as Trigger option. To ensure, that
the Abstract Item is going back to deactivated after 2 Seconds.

13.11.2025 © 2017-2025 by EET Security / DFR-CH 11
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3.3.6 Extended Value Configuration (from Version 2.12.0.1)

Starting with version 2.12.0.1, you can define multiple values for activating or deactivating items.
This syntax applies to both JSON attributes and payload values.

e String Type:
o Single value:
= ON
o Multiple values:
= ON, EIN (comma or semicolon separated)
=  [“ON”, “EIN”] (JSON Array — use this form if the text contains commas,
Semicolons or spaces)
e Decimal Type:
o Single value:
= 1
o Multiple values:
= 1,2,3 (comma or semicolon separated)

e Decimal Operators:
You can also define logical conditions using operators:
o >5&<108& !=7,20
= & means AND
=  means OR
= So, this expression means:
The value must be greater than 5 and less than 10 and not equal to 7, or it
can be 20.
e 6> « matches (between 5 and 10, not 7)
e 7> X fails (equal to 7)
e 20 - « matches (explicit OR condition)

13.11.2025 © 2017-2025 by EET Security / DFR-CH 12



Smart Software - Abstract Item - MIP Plugin — User Manual SMARTSDM"E

3.3.7 Setup Map Icon library

By clicking on the Button (F) “Setup Map Icon Library”, the following configuration Window is shown:

lcon Library Configuration

Add new lcon set
"C""“‘"m | Each Icon set consists of an Image for the
e liogll] | Kopledipell [ Heheresaten forecemal e NOrmMal state (deactivated), an Image for the
(Webpage use only) .
activated state and a name.

Add icon to library

This Icon sets are later available for each
Abstract Item on the Device configuration.

You can also Import / Export icon libraries
which allows you to transport these settings

Door 1

from one installation to another.

Bamier

B In order to make the Icons available on the
_‘J Map, it is necessary to restart the Event
Server Service manually as the icons are

Switch

..
=

loaded during the early startup phase of the

Event Server.

Impaort icon library H Expaort icon library

13.11.2025 © 2017-2025 by EET Security / DFR-CH 13



SMARTsoftware

Smart Software - Abstract Item - MIP Plugin — User Manual

3.3.8 Abstract Item Overview - Status and Test (from Version 2.12.0.1)

S #% Abstract ltem Device To get an overview of the configured Abstract items, you can select the

Abstract ltems

Abstract items entry under the Abstract Item Device.

You can test each configured Abstract item if it is marked as ONLINE.

In case the Abstract Items are OFFLINE, the Event Server might be stopped or the configuration is not
deployed with “Save and Load” as the information is coming from a real-time connection made to
the EventServer:

Abstract ltems -
=] Abstract ltems

+

Abstract ltem Information - 1

20 Garage Connection
Abstract ltem 11
Abstract ltem 12
Abstract ltem 17
Abstract ltem 21
Abstract ltem 22
Abstract ltem 23
Abstract ltem 24
Abstract ltem 26
Alarm Car detected
Alarm Light

Alarm Person detected
Analytics All Zones
Analytics Entry Lxis
Lnalytics Garage
Analytics Garden
Analytics Parking Axis
Ausfahrt

Einfahrt

Garage Door

Lastwill Test

Line Crossing Garage
Line Crossing garden
TEST 2 CAMS 16
TriggerTest

Abstract Device TE

Abstract ltem 18

CH: 18

ONLINE

®
OFF

Test Abstract ltem:

Activate

Deactivate

Abstract ltem overview:

The List on the left is an overview of all configured abstract items.

All related items are directly generated while configuring the Abstract Item
Device.

In the rare case, that an Item is still in the tree without any relation to an
Abstract Item Device, a delete option will appear.

If you face issues in the Role Management of Abstractltems after a Plugin
update, it might be necessary to recreate all items.

We recommend to create a Abstractltem Backup. Delete all Abstractltem
Devices and Reload the Configuration from the Backup File.

By doing so, all Security Settings under the Roles are deleted and recreated
with the newest Security Actions.

The Guid's of the Abstract items are kept in the System to ensure the
configuration of Map and Rule items are not lost.

If this view 15 not shown correctly and the TreeView Control on the left is
overlapping this View or shown wrong, it might be necessary to reset the

Client Layout.
Go to 'Menu' -> 'View' -> 'Reset Application Layout'

Additional instructions are shown in the Window. They may change depending on the running
Version. If this Window is not shown like the picture below, it might be necessary to ‘Reset
Application Layout’ of the Management Client. You can find this function under the Management
Client Menu -> View -> Reset Application Layout

13.11.2025 © 2017-2025 by EET Security / DFR-CH 14
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3.3.9 Abstract Item - Security Actions and permissions

It might be necessary to change security permissions for specific roles to ensure the proper user
rights for the Abstract Items. The Role settings follow the general Milestone security rules. Abstract
Item has two different Kind of rule settings. The Abstract Item Devices in the Overall Security and the
Abstract Item Devices in Overall Security and in the Abstract Item Devices Tab.

As usual, you can manage the permissions in Overall Security or individually:

Role Settings

-2 Role Settings -3
Select a security group for which to set security Select tem for which to st securty:
P
%, Generic Events -7 Abtract tem Device
M (£-# Abstract tem Devices
# IR £ Abstract hems
Rules 0 bstract ftem 01
@ sies B v e 02
@ System monitor =0 Abstract tem 03
@ Aloms -1 fbstract hem 04
= Abstract tem 05
& tlarm Definitons 0 Bbstract fem 06
T, Metadata Search =0 Apstract ftem 07
Q@ Search =0 Abstract ftem 08
) Server Logs -%0 Abstract tem 09
. = fbstract ftem 10
El Tlansactfon sources = there o 11
Transaction definitions o Abstract ftem 12
g - Abstract hem 13
Abstract Item Devices. =0 Abstract tem 14
[ — - Abstract hem 15
= fbstract tem 16
- fbstract bem 17
Role can perform the following on the selected security group 0 Abstract ftem 18
= Abstract ftem 19
Allows Deny -0 Bbstract ftem 20
Full control O [m]
Manage D D
Read O ]
Trigger Item O O Securty settings for Apstract tem 02
Activate tem O O [] Manage
Deactivate ltem O 0O [ Read
" [ Trigger ltem
anage secuty 0 0 D Activate tem
[] Deactivate ltem
Matrix @ Alarms [Bb Access Control JJ LPR 3 Incidents (¥ Healthea
EMatrix @ Marms [ Access Control EJLPR (3 Incidents \®) Heslthcare #% Abstract ltem Device <3
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4 Additional Information

4.1 Configure SmartRC Integration for Abstractitems (Optional)

This option is only available if a valid SmartRC License is installed on the System. SmartRC is a Remote
Client Plugin for the SmartClient which can be used to directly change Camera or Views in case an
Abstractltem is activated.

4.1.1 Configure available SmartRC Instances

If a SmartRC License is found, the following Tab will be shown, which is used for a generic base
configuration of all SmartRC Instances and the Layout Presets:

Configuration > 1
Demo license { 20 channels of 100 used )

SMARTsoftware Update License

User Manual
Vemion: 1.7.07 Save and load Discard and reload

Abstract ltem Devices: SmartRC Integration  Log Viewer:

SmartRC Instances Settings:

RC Name: Smart RC IP Address Port: Usemame Password.
Wall 1 | [127001 a0 Use S5L Use Authertication  [wall | [
Trigger Event when unavailable: Trigger Event when reconnected:
Wall 1offiine ~ Wall 1enline ~ Add Delete
Name: SmartRC Address: SmartRC Use S5L: s Usemame Password: Trigger Connection lost: Trigger reconnected:
: Port © Authentica : 99 : 99 i
[ a1 127000 o0 | = | = e Ji2s Wal 1 offine | Wiall 1 oniine v
Smart RC View Layout Presets:
Add ut Default Monitor 1
pevion Defauit Mortor 2
Modify Layout
Delete Layout

Save Configuration Backup Restore Configuration Backup

On the upper side all SmartRC instances can be configured. They can be selected later for each
Abstractltem. You need to create at least two User defined Events to trigger the instance is online or
offline. The parameters are depending on your SmartRC configuration. Make sure they match with
your settings on the related SmartRC plugin.
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4.1.2 Configure Layout Presets for SmartRC

It is possible to prearrange the layouts which should be sent to the SmartRC instance when an
Abstractltem is activated. Depending on the Related Cameras you configured under the Abstractltem
settings, the Layout is filled out and sent to the SmartRC instance Monitor you have configured. It is
possible to send multiple Layouts to multiple Monitors.

You can drag n drop the Items on the left to your selected layout tile on the right. By clicking on the
“Live” or “Play loop” button, you can select the mode this Camera is shown in the layout.

Smart RC Layout

‘SmartRC Layout Name: [Defaut Moritor 1

Select Layout: | 2x1 2 Playback loop pre- EventSec. |10 < After-EventSec. 10

This sample shows a layout where

Camera 1is shown in a 2x1 Layout in
“Live” mode and in a “Playback

loop” which starts playback 10

| camera3 | seconds before, till 10 seconds after
the Event.

‘SmartRC Layout Name:
Select Layout: | 252 v Playback loop pre-Event Sec. |10 2 AfierEventSec. |10 2 The Second Sample Shows a 2X2

Layout with Camera 2 to 5 in Live

mode.
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4.1.3 Setup the Abstractitem to send Layout Presets to SmartRC

Bbstract ftems

Abstract hems Ot Settngs
% Abstract tem 01 Name:  [Rbstract kem 01 |
< Abstractflem 02 Channel Can ot be changed!

%2 Abstiact em 03
% Abstract tem 04 Desaription.
<2 Abstiact fem 05
% Abstiact tem 06
7 Abstract ftem 07 Setinactive state: |~ No Evert
%2 Abstiact fem 06
% Abstract liem 09

%2 Abstract ftem 10 Togger Tme: 0 2] me o
N

Abstract hem

Set active state: |~ No Evert —

When the SmartRC Instances and the Preset Layouts are
configured, you can setup this to any individual

Trigger active fime): |~ No Event —

% Abstract fem 11

% Abstract ltern 12 oo on Map: | Defaut ¥ O

=* Abstract tem 13 Map Menu tems: | Al functions v .

2 orctun s e 1 1 smecememsnms | ADSTractltem. To do this, you can open the Abstracltem
' Abstract tem 16 Referenced Cameras. 2-Referenced Cameras 1 - .

e 7 configuration and open the Referenced Cameras

:: 2:2:::3 ::z: ;g Related Alam Defintions 0-Related Alamm Defintions Wi n d OW :

If you assign Cameras to an Input or Output, the System will tigger an additional Event of type Analytics Event.
Please create an Analytics Eventwith the described Name and an Alarm Definition for this Event
with the Cameras as Source. This allows to use Smart Map for the Alarms.

Analytics Event Name: "Abstract ltem Event' Alam Source: First camera

=>» Reorder the Cameras

Groups  Servers DOWN
- [[J LAPTOP-DFR Cameral—-Cameran
o  voens o3l from top to down
9ang DS Eingang p
=B DS Flur DS Office
.= DS Intercom If yOLI Create an
- DS Meeting
o DS Office inti i
M e a Alarmdefintion the first
- camera will be the source.
=>» Select the SmartRC
instance and the Screen
SmartRC Command Index Monitor 1 is index 0.
SmantAC Instance: ‘WaIH V| Screenindex: |1 < Add 9 Select the SmartRC LayOUt
SmartRC Layout Preset: ‘Defaun Monitar 2 vl Reset when deactivated Delete
Smart RC Name Monitor Index RestoreOnltemDeactivated Smart RC Layout Preset Preset'
» XN Y Y T T = Check the “Reset when
Wall 1 1 Default Manitor 2
deactivated” if this
Monitor should be reset
when Abstractltem is
Cancel 0K

deactivated.

This sample will result in sending the “Default Monitor 1 Layout” with Camera 1 (DS Intercom) in Live
and Playloop to Monitor 1 and the “Default Monitor 2” Layout with Camera 2 — Camera 5 in Live to
Monitor 2 when the Abstractltem is activated.
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4.2 Log-Files

The System is writing log-files which are stored over 5 days by default. They are used for verification
during the roll out and are useful for troubleshooting.

The log-files contains all relevant information about the device connections and values of the device.
Also all triggers are logged.

The log-files are stored for each day and are in the following hidden folder:
C:\ProgramData\ER.EventServer.Abstractitem\DebugLogs

The SQLite Databases are stored in
C:\ProgramData\ER.EventServer.Abstractitem\AbstractDevice\my device name.sqlite

For a quick overview on what is going on, there is an integrated Log-Viewer which shows the last
loglines in real-time:

Configuration -
Demo license
SMARTsoftware
Version: Q807

Abstract ltem Devices: Log Viewer:

Stop log viewer:

02.11.2022 09:03:55

Show last lines of log file entries

02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55
02.11.2022 09:03:55

MQTT connection for My Abstract tem Device is Disabled!

Vinual Device Webserver started and listening on port: 8580

Initiglize DevicelD= My Abstract tem Device - Output Status Abstract tem 01 to Deactivated
Initiglize DevicelD= My Abstract tem Device - Output Status Abstract tem 02 to Deactivated
Initialize DevicelD= My Abstract tem Device - Output Status Abstract kem 03to Deactivated
Initialize DevicelD= My Abstract tem Device - Qutput Status Abstract tem 04 to Deactivated
Initiglize DevicelD= My Abstract tem Device - Output Status Abstract tem 05to Deactivated
Initiglize DevicelD= My Abstract tem Device - Output Status Abstract kem 06to Deactivated
Initialize DevicelD= My Abstract tem Device - Output Status Abstract tem 07 to Deactivated
Initiglize DevicelD= My Abstract tem Device - Output Status Abstract tem 08 to Deactivated
Initialize DevicelD= My Abstract tem Device - Output Status Abstract kem 09to Deactivated
Initialize DevicelD= My Abstract tem Device - Output Status Abstract tem 10to Deactivated
Initiglize DevicelD= My Abstract tem Device - Output Status Abstract tem 11 to Deactivated
Initilize DevicelD= My Abstract tem Device - Output Status Abstract kem 12to Deactivated
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SMARTSsoOftware

Contact us:
EET Schweiz

Bdsch 108
CH-6331 HUnenberg
Tel.: +41 41 7851313

mail: security@eetgroup.ch
web: https://smart.eetsecurity.ch
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